NHOPOPMALIMOHHAA TAMSATKA IS OBYYAIOIIUXCA

C KaXIbIM TOJIOM MOJIOAICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJIbHUKU OHH
U3 CaMbIX aKTUBHBIX MoJib30BaTeneil Pynera. Mexnay TemM, IOMUMO OFPOMHOIO KOJIMYECTBA
BO3MOKHOCTEM, MHTEpPHET HECET M NpoOseMbl. OJTa NaMmsATKa J0JDKHA NOMOYb Tebe
0€3011acCHO HaXOIUThCS B CETH.

KomnbrorepHbie BUPYChI

KOMIIBIOTEpHBIE  BHPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX MPOTIPaMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOHM SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTbIO YHUUTOKUTh BCe (Pailiipl U
JaHHbIE, TTOJKOHTPOJIbHBIE TOJIH30BATENI0, OT MMEHH KOTOPOTo Oblja 3amylieHa 3apakeHHas
Iporpamma, a TakyKe MOBPEIUTh WIH JaX€ YHUUTOXKUThH ONEPALMOHHYIO0 CHCTEMY CO BCEMH
¢aitnamu B 1iesoM. B 60JbIIMHCTBE CilydaeB pacpOCTPaHSAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTtoasbl 3allIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnonp3yii cCOBpEMEHHBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHB
3aIIUTHI OT BPEJOHOCHBIX IPOrpamMM;

2. IlocToAHHO ycTaHaBiMBail nmayTu (UU(pPOBBIE 3aIIATKH, KOTOPhIE aBTOMAaTUYECKU
YCTaHaBIUBAIOTCA C LEIbI0 JOpadOTKM MporpamMmbl) U JApyrue OOHOBJIEHMSI CBOEU
ornepanoHHoi cucreMbl. CkaunBail UX TOJBKO ¢ OPUIMAIBHOTO caiita pazpadotunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IOJ IpaBaMU IOJb30BaTeNsd, a He
aJMUHUCTpATOpa. OTO HE  IMO3BOJIUT  OOJNBIIMHCTBY  BPEIOHOCHBIX  MpPOTrpamMm
MHCTaJUINPOBATHCSA HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcrionbs3yil aHTUBUPYCHBIE NPOTPAMMHBIE IPOIYKTHI U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub (PU3NYECKUNA JOCTYI K KOMIBIOTEPY JIsl HOCTOPOHHHUX JIMII;

6. Mcnonb3yil BHEIIHUE HOCUTENN MH(MOpPMALUK, TaKue Kak (renika, TUCK win (aii
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DAIIbI, MOTYUYEHHBIE U3 HEHAJIEKHBIX UCTOYHUKOB.
Jlaxxe Te (haiibl, KOTOpPhIE MPUCTAT TBOW 3HAKOMBIN. Jlydille yTOYHU y HEro, OTIPaBIIsI JIU
OH TebOe UXx.

Ceru WI-FI

Wi-Fi - 310 He BUI nepenayr JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpPEeHI, MapKa.
Eme B 1991 romy nHuumepmaniackass xommnanusi 3apeructpupoBasia Openn "WECA", uto
obo3nauano cioBocoyetanue "Wireless Fidelity", koTopelii mepeBoauTCS  Kak
"GecrpoBoOAHAS TOYHOCTH".

Jlo nHamiero BpeMeHHM Jolia Apyras abOpeBHaTypa, KOTOpas SBJISETCS TaKOW ke
TexHosiorue. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLJIO J1aHO C HAMEKOM Ha
CTaHAapT BbIcIeH 3ByKOBOM TexHukU Hi-Fi, 4To B mepeBoje o3HavaeT "BbICOKasi TOUHOCTh'.

Jla, OecrutaTHbI MHTEPHET-A0CTYN B Kade, OTeNsAX U a3pornopTax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BbIX0Jla B UHTepHET. HO MHOTrME 3KCIEepThl CYUTAIOT, YTO OOIIEIOCTYITHbBIE
Wi-Fi ceTr He sBIIsIOTCSL 0€30TIACHBIMH.

CoBeTbl 110 0€30MacCHOCTH Pa0OTHI B 00IIETOCTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyro wHGopMaruio depe3 odmenoctynasie Wi-Fi cern.
Pabotas B HuX, *eJaTelbHO HE BBOJUTH NApOJIU JOCTYMA, JOTHHBI M KaKHe-TO HOMEPA;

2. Vcnionw3yit 1 0OHOBIISANM aHTUBUPYCHBIE IPOTPpaMMbl U OpaHamayep. Tem caMmbIM ThI
o0e3onacHilb ceds OT 3aKaYKy BUpYyCa Ha TBOE YCTPOMCTBO;



3. Ilpu ucnons3oBanun Wi-Fi otkmtoun ¢ynkumio "OOmuit goctyn k Qaitnmam u
npuntepam". JlanHas GyHKIMS 3aKpbITa MO0 YMOJIYAHUIO, OJHAKO HEKOTOPHIE MOJIb30BATENN
aKTUBUPYIOT €€ JJIs1 y100CTBa UCIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonb3yit myOmmunbiii WI-FI ni1s mepenaun IUYHBIX JaHHBIX, HApUMEp IS
BBIXO/Ia B COLIMAJIBHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Wcnonw3yit TosibKo 3anuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wmoOunbHOM Tenedone oTkimroun  Qynkuuio "Tlomkmodenne k- Wi-Fi
aBToMaTHuecku'". He nomyckait aBTOMaTHYECKOTO MOAKIIIOYCHHS yCTpoiicTBa K ceTssM Wi-Fi
0€e3 TBOEro corjacusi.

CouuajibHble ceTH

CommanbHble CETH aKTUBHO BXOJSIT B HAIly )KM3Hb, MHOTHE JIIOJU PabOTAIOT U KUBYT
TaM TMOCTOSHHO, a B Facebook yke 3apeructpupoBaH MWUIHApH YEIOBEK, YTO SIBISAETCA
OJHOM CEObMOM BCEX JKUTEJCW IUIAHEThl. MHOTrMEe mONb30BaTEIM HE IMOHUMAKOT, YTO
uHbOpMalvs, pa3MeUIeHHass WMU B COLMAIBHBIX CETAX, MOXET OBITh HaijeHa u
HCII0JIb30BaHA KEM YTOJHO, B TOM YHCII€ HE 0013aTE€IBHO C OJaruMi HAMEPEHUSAMH.

OCHOBHBIE COBETHI IO O€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpannup cnucok apy3ei. Y TeOs B Apy3bsX HE JOJDKHO OBITh CIydyalWHBIX U
HE3HAKOMBIX JIFOJEH;

2. 3amumiail cBOI 4YacTHYIO ku3Hb. He ykasbiBail mapoiu, tenedoHsbl, ajupeca, AaTy
TBOETO POXICHUS U JPYryl0 JUYHYIO HHPOpMAIHIO. 3JIOYMBIITUICHHUKA MOTYT
MCIIOJIb30BaTh Jake MH(GOPMAIIMIO O TOM, KaK Thl U TBOU POJUTENH TUJIAHUPYETE MPOBECTH
KaHUKYJIbI;

3. 3amuuiail CBOIO pemyTaluio - AEPKH €€ B YHCTOTE M 3ajaBail cebe BOMpOC: XOTEN
OBl ThI, 4YTOOBI APYTHE MOJIB30BATENN BUAEIHU, UTO Thl 3arpyxaemib? [logymail, npexne yem
YTO-TO OIyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Eciia ThI TOBOPUILIB C JIOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEATBHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMK: UMS, MECTO KUTEIbCTBA, MECTO Yy4eObI U MPOYEE;

5. W36erait pasmemnienus ¢otorpaduii B HHTepHeTe, rae Thl H300paxeH Ha
MECTHOCTH, 110 KOTOPO! MOKHO OIIPEJEIUTHh TBOE MECTOIIOJIOKECHHUE;

6. Ilpu perucrpanum B COLMAIBLHOM CETH HEOOXOJUMO HCIIONb30BAaTh CIIOKHBIE
Napojx, COCTOSIIME U3 OYKB U LIM(P U C KOJTUUECTBOM 3HAKOB HE MEHee §;

7. st cOUUanbHOM CETH, TOYTHI U JPYTUX CAUTOB HEOOXOAMMO HCIIOIh30BaTh Pa3HbIE
naposu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA MOJYy4YaT JOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHbIE IEHbI'H

DNEKTPOHHBIE JEHBIH - 3TO OYE€Hb YAOOHBIN CHOCO0 IMIaTeX e, 0JHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT MOJTYYUTh 3TU JE€HbIU.

DNEeKTPOHHBIE JE€HBIM MOSBUINCH COBCEM HEAAaBHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyJapcTBax 70 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, IIe X
pa3lesioT Ha HECKOJbKO BUJOB - AHOHMMHBIE M HE AHOHMMHbIE. Pa3HMIIa B TOM, 4YTO
AHOHMMHBIC - TO T€, B KOTOPBIX pa3periaeTcs MPOBOIUTH Omepanuu 0e3 UACHTH(UKAINH
MOJI30BATEINS], 4 B HEAHOHUMHBIX MJICHTU(DHUKAIMS TT0JTH30BATENS SBISETCS 00s13aTEIHHOM.

Taxoke ciemyer pa3nuvarh JIEKTPOHHBIE (PUATHBIC ACHBIH (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTAaM) U AJICKTPOHHBIE He(UATHBIE IEHBIY (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C IICKTPOHHBIMU JEHBIAMHU:



1. IlpuBsbku K cyeTy MOOMIIBHBIN TeaePoH. DTO caMblil yAIOOHBIA U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JOCTYIl K cueTy. IlpuBsizanubiii TenedoH momosker, ecau 3a0yaenib CBOU
IJIATEKHBIN MTApOJIb WIN 3aWJICIIb HA CAUT C HE3HAKOMOTI'O YCTPOKCTBA;

2. Ucnonw3yii ogHopa3oBele mapoiid. [locne nepexona Ha YCUIIEHHYHO aBTOPU3ALIMIO
Tebe yke He OyJIeT yrpoKaTh OMACHOCTh KPaXkd UITU TIEpEeXBaTa MIaTEKHOTO MapoJis;

3. BeiGepu cnoxubiii napoiib. [IpectynHukam OyaeT HE MPOCTO yrajaaTh CIOKHBIN
napoJyib. HanexxHple mapojii - 3TO NapoJid, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB H
BKJIIOYAIOT B c€0sl CTPOYHBIE M MPOIMUCHBIE OYKBBI, TU(MPHI U1 HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK jJojuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JINUHBIE JAHHBIE HA CalTaX, KOTOPBIM HE IOBEPSICIIb.

DJIeKTPOHHASA MOYTA

DNeKTpOHHAs MOYTA - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH MO NEPECHUIKE
Y MOJIYYEHUIO 3JIEKTPOHHBIX COOOLIEHUM, KOTOPBIE PACIPEAEIISIOTCA B KOMIIBIOTEPHOM CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TOYTOBBIM  SIIUK  BBINJSIAUT — CIEAYIOIIUM  00pa3oMm:
UMs_TIOJb30BaTENA(@HUMs_TOMEHa. Takke KpoMme Mepenadd MpPOCTOro TEKCTa, HMMEETCs
BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHON padOTE C AIEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh IpaBWIIBHBIA MOYTOBBIM CepBUC. B HMHTEpHETE €CTb OrpPOMHBIN
BbIOOpP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JyYIlIE TOBEPSITh TEM, KOI'O 3HACIIb U KTO
[IEPBBIN B PEUTUHTE;

2. He yxa3pIBail B IMYHOW MOYTE JMUYHYIO HH(popMmanuo. Hanpumep, nydie BrIOpaTh
"My3bIKkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";

3. HMcnonp3yii IBYX3TalHYH aBTOPHU3aLMI0. JTO KOIZA MOMHMO Mapoisl HYKHO
BBOJUTH KO, IPUChUIaeMbIii 10 SMS;

4. BpiOepu CIOXHBINA Maposib. J{Jig KaXaoro mouToBOro SIIIUKA JIOJHKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Eciin ecth BO3MOKHOCTh HAalIMCAaTh CAMOMY CBOM JIMYHBIM BOIPOC, HUCHOJIB3YH 3Ty
BO3MOKHOCT;

6. Mcnonp3yli HECKONBKO IOYTOBBIX SIIMKOB. [IepBBIM 71 4aCTHOM MHEPENMUCKH C
aapecaTaMM, KOTOPBIM ThI JIOBEPSCIIb. DTO 3JIEKTPOHHBIN aApec HE HAJ0 UCIOJIb30BATh MIPU
peructpanuu Ha opyMax U canTax;

7. He oTkpbiBail Qaityibl 1 Ipyrue BIOKEHUS B MUChbMaX, JaXKe €CIW OHH MPHUIUIA OT
TBOUX JIpy3ei. Jlydie yTouHu y HUX, OTIPABIISIIN JIM OHU Tebe 3TU (Hailiibl;

8. Ilocne oxoH4aHus pabOThl Ha MOYTOBOM CEpPBHUCE IEPE] 3aKPHITHUEM BKIAJIKH C
caiiToM He 3a0yab HaKaTh Ha "BeriiTn".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmHr - mpeciaeoBaHHe COOOIICHUSIMU, COAEpKAIIUMU OCKOPOJICHMUS,
arpeccuio, 3alyruBaHHe; XYJUTaHCTBO; COLMAIbHOE OONKOTUPOBAHHE C MOMOILBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIUTMHIOM:

1. He Opocatics B 60#. JIydmmuii cmoco0: MOCOBETOBATHCS KaK ceOsl BECTU U, €CJIM HET
TOTO, K KOMY MO>XHO OOpaTUThCS, TO BHa4alle YCIOKOUTbCS. EciM Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHUSI, TO TOJIBKO €111e OOJIBITIE Pa303KIKEITh KOH(DIUKT;

2. Yupasnsii cBoed kubeppermyTaiuei;

3. AHOHMMHOCTH B ceTu MHHUMas. CyllecTBYIOT CHOCOObI BBISICHUTb, KTO CTOMT 3a
AHOHUMHBIM AKKAYHTOM,;



4. He cTrouT BeCcTH XyJIMTaHCKUN 00pa3 BUPTyalnbHOU XKu3HU. IHTEepHET dukcupyer
BCE€ TBOU JICHCTBUS U COXPAHSCT UX. Y TAJIUTh X OyJIeT KpailHe 3aTpyIHUTEIHHO;

5. Cobmroait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit emuanuHblii HeratuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHUS
Jydiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4aabHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIECHUSIMU, B
COILIMAJIBHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKMUPOBKU OTIPABKH COOOIIEHUH C OINpeAesIeHHbIX
aZpeCoB;

8. Ecimm T1bl cBugerens kubepOymnuura. TBou JeWCTBHS: BBICTYNUTH IPOTHB
npecieaoBaTens, MoKa3arb €My, YTO €ro JEWCTBUSA OLEHUBAIOTCS HETaTHBHO, MOAAEPKATh
KEpPTBY, KOTOPOW HY)KHA IICHXOJOTHYECKass MOMOIlb, COOOIIMTH B3pPOCIBIM O (haKTe
arpeCCUBHOIO IOBEACHUS B CETH.

MoOuibHbIN TesedoH

CoBpemMenHble cMapT(HOHBI W TUIAHIIETHI COAEpPX)AT B ceOe BIOJHE B3POCIHBII
(GyHKIIMOHAT, U TENEepb OHU MOTYT KOHKYPHUPOBATH CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
OpnHako, CpeaCcTB 3allUTHI AJis MOJOOHBIX YCTPOMCTB MOKa OYEHb Majo. TecTUpOBaHHUE H
MOUCK YA3BUMOCTEM B HHUX MNPOMCXOJHUT HE TaKk MHTEHCUBHO, kak mis IIK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX TTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ NPAKTUUYECKH [OTHAIM HACTOJIbHBIE
aHaJIOTH, OJIHAKO paclIupeHre (yHKLUMOHANa BJEYET 3a COOOM OONBIIYIO CIOXHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlanieko He Bce MPOU3BOAUTENH BBIITYCKaOT OOHOBJICHMSI, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JUJISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 O€30MIaCHOCTH MOOUJIBHOTO TejiepoHa:

Huuero He sBnsercs mo-HacrosmeMy OecriaTHBIM. Byab ocTopokeH, Beap Kornaa
Te0e mpeuiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpBIThl KaKHE-TO IUIATHBIE
YCIYTH;

Hymaii, npexzae uem otnpaBuTh SMS, ¢oro wim Buaeo. Thl TOUHO 3HAENIb, IJI€ OHU
OyayT B KOHEUHOM UTOTE?

Heobxoanmo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhoHa;

Hcnonb3yit aHTUBUPYCHBIE POTPAMMBI JJII MOOMIIBHBIX TEJIE(POHOB;

He 3arpy»xaii Npui0’)keHHsI OT HEM3BECTHOI'O MCTOYHHKA, BEb OHU MOTYT COAEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00€CTICUEHHE;

[Tocne Toro kak Thl BBIWJACHIH C CalTa, TJe BBOJIWJ JUYHYIO WHGOpMAIIUIO, 3aiia1 B
HACTPOWKHU Opay3epa u yaanu cookies;

[Ieproauuecku NpoBepsiil, KAKUE TJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoii HOMEp MOOHWJILHOTO TeieoHa TOJBKO JIOJSIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEIlIb;

Bluetooth moykeH ObITH BBIKIIIOUEH, KOTJla Thl UM HE ToJib3yemibca. He 3a0biBait
MHOT]Ia TPOBEPATH 3TO.

Online urpsbi

CoBpeMEeHHbIE OHJIAHH-UTPBl - 3TO KpPAaCOYHbIC, 3aXBATHIBAIOIIME pa3BICUCHUS,
OOBEIMHAIOIINE COTHHU THICSIY YEJIOBEK MO BceMy Mupy. Mrpoku muccieayror NaHHBIA UM
MUp, OOUIAIOTCS OPYr C JPYroM, BBIMOJHSIOT 3a/aHus, Cpa)karoTCsl C MOHCTpaMH U
MOJIy4aloT OMBIT. 3@ yJIOBOJBCTBUE OHU IUIATAT: MOKYHAIOT TUCK, OTUIAYMBAIOT aOOHEMEHT
WM IPUOOPETAIOT KaKUe-TO OIIHUH.



Bce sTm cpenctBa uayT Ha MOAJAEpPNKAHUE M PA3BUTHE WIPHI, a TaKKe Ha caMmy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CHUCTEMbl AaBTOPH3AIMH, BBIMTYCKAIOTCSI HOBBIC MATYU
(undpoBbIe 3aMIaTKU AJISL IPOrPaMM ), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B no100HBIX Urpax CTOMUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaKH
TBOETO MapoJisd, Ha KOTOPOM OCHOBAaHa CUCTEMAa aBTOPU3AIMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA:

1. Ecnu pgpyroit urpok BemeT celsi IJIOXO WM co3daeT Tebe HEeNpUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxanyiics aaMUHUCTpaTOpaM WIphl Ha IUJIOXO€ TOBEACHHE HTOTO HUIPOKA,
KeJaTeNIbHO MPUJIOKUTh KaKUe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muuHy10 nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIYH U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIHy;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKIIIOYATh aHTUBHpYC. Iloka Thl Wrpaemnib, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WM KPaXKa JTHYHBIX JAHHBIX

OOBbIYHOM Kpakel J€Her U JTOKYMEHTOB CErOJIHA Y»K€ HHUKOrO0 HE€ YAMBHILb, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJOTUNA 3JIOYMBIIUJICHHUKA TNEPEMECTUIIUCh B HMHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCSA ""TIOOUMBIM" JICIIOM.

Tak mosiBUIIach HOBasi yrpo3a: HMHTEPHET-MOIIIEHHUYECTBA WU (DUILIMHT, TJIaBHAS 11EJTb
KOTOPOT'O COCTOMUT B MOJYYEHUU KOH(PHUIACHIIMAIBHBIX JAHHBIX MOJb30BaTENIeH - JTIOTUHOB U
napoJyieii. Ha anrmmiickom si3bike phishing umraercs kak ¢umunr (ot fishing - priOHas
JIOBJIs1, password - TapoJib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciau Tel mojo3peBaellb, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJMUHUCTpATOpaM pecypca o0
ATOM KaK MOXHO CKOpEe;

2. HWcnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCJE, HHTEPHET-Mara3uHOB U
ITIOMCKOBBIX CHCTEM;

3. Ucnonb3yii CIOXKHBIE U pa3Hbie Tapoiu. Takum 00pa3om, eciau Te0s B3JIOMAIOT, TO
3JIOYMBIITUICHHUKH TIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY MPOQUIII0 B CETH, a HE KO
BCEM;

4. Ecnu 1ebs B370OMaliM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J100aBIeHBI Y T€OSI B APY3bsIX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOXXHO, OT TBOETO
MMEHHU OyJIeT pacChlIaThCs CIlaM U CChUIKHM Ha (DUIIIMHTOBBIE CAUTHI;

5. YcranoBu HaaexHbli napoias (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbiBail (aiisibl U Apyrue BIOKEHUS B MUChMAax, AaXKe €CJIM OHU MPHUIILIN OT
TBOUX Jpy3ei. Jlydllie yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

Mudposas penyranus

[Mudposas penyTaius - 3T0 HEraTUBHAS WJIM MO3UTHMBHAs MH(OpMAIUS B CETH O Tebe.
KommpomeTtupytomas wuHdopmarus, pa3MmernieHHass B HHTEPHETE, MOXKET CEPbhE3HBIM
o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM xu3HU. "[{udposas penyranus" - 370 TBOM UMUK,
KOTOPBIH (hopMupyeTcst U3 nuHPpopManuu o Te0e B UHTEPHETE.

TBoe MecTO JKUTEIhCTBA, y4eObl, TBOE (PHMHAHCOBOE TMOJOXKEHHUE, OCOOCHHOCTU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.



MHoTHe TOAPOCTKHU JIETKOMBICIICHHO OTHOCSITCS K IMyOJIMKAITMU JTMYHOW WH(OpMaImu
B lHTEepHETE, HE MOHMMAas BO3MOKHBIX MOCIEACTBUAN. ThI Ja)ke HE CMOXKEIIb JIOrafaTbCs O
TOM, 4TO (poTorpadus, pasmMenieHHas 5 JIeT Ha3aj, cTajla MPUIMHON OTKa3a MPUHATH TeOS Ha
pabory.

Kommenrtapuu, pasmemenue TBoux ¢otorpaduil v Apyrue IEHCTBUS MOTYT He
UCYE3HYTh NIa)K€ IOCJE TOro, Kak Thl MX YyJaluilb. bl HE 3HACIIb, KTO COXPAaHWI 3Ty
uH(pOpMaIIIIO, TIoTalla JIU OHA B MIOMCKOBBIE CUCTEMBI M COXPaHWIIACh JIX OHA, a TJIABHOE: UTO
NoJyMaloT O Tebe OKpYKalIIUe JIOAW, KOTOpble HaWIyT W yBUIAT 3To. Haiitu
UH(GOPMAIMI0O MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 0OphIX MOOYXKACHHUM, Tak U C
HaMEpPEHUEM PUUMUHUTD BPeJl. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI I10 3aIIUTE IUGPOBOI permyTaluu:

1. Tlogymaii, mpexxae 4em 9To-TO MyOJMKOBATh W TEpenaBaTh y ceOs B Oyore wim B
COILIMAJILHOM CETH;

2. B nactpoiikax nmpoQuiis yCTaHOBH OTpaHUYCHHS] Ha MPOCMOTP TBOETO MPOQuIIsi U
€ro COJEPKMUMOTO, ceiall ero ToiabKo "mis npyseu";

3. He pasmemaili u He yka3biBal wuHdOpMaLUiO, KOTOpass MOXET KOTo-Jru0o
OCKOPOJISITh UM OOUXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJBbHUKH - aKTHBHBIE MOJIh30BaTEIN MH(PPOBOrO MPOCTPAHCTBA.
OpHako JajgeKko He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOXKHOCTSMHU ITMGPOBOTO
MHUpa TpeOyeT cOOMI0ACHUS IPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyadbHass COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HayuHasi C HOBBIX M300pETeHMM W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TMPOAYKTHI WM YCIyTM, U 3aKaH4YMBasg KHUTamu, Gororpadusmu,
KUHO(MUIBMAMHU U MY3bIKaQJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TMpaBa - 13TO I[paBa Ha HWHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KaueCTBE
rapaHTUM TOTO, YTO HMHTEJUIEKTYaJIbHBIA/TBOPUECKUN TPYJ aBTOpa HE OyAeT HalpacHbIM,
JaCT €MY CIIPaBEIJIMBbIE BOBMOXHOCTH 3apab0TaTh Ha PE3yJIbTATaX CBOErO TPYJla, MOJIYUYHUTh
W3BECTHOCTh U TMpu3HaHue. Hukto 6e3 pasperieHuss aBTopa He MOXKET BOCIPOU3BOIUTE €TI0
MPOU3BEICHUE, PACTIPOCTPAHSATh, TyOJUYHO TE€MOHCTPUPOBATH, MMPOAABATH, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCTIONHSTH, MOKA3bIBATH/UCTIOIHATE B A(Upe WIH pa3MeliaTh B
HNurepnere.

Hcnonb3oBanue "mUparckoro" MNpOTPaMMHOTO OOECIeUEeHUS] MOKET MPUBECTU K
MHOTHM pHCKaM: OT TOTEpU JJAHHBIX K TBOMM aKKayHTaM JIO0 OJOKHPOBKH TBOETO
YCTPOWCTBA, TJ€ YCTAaHOBJICHA HejeraigbHas mporpamMma. He cTOWT Takke 3a0bIBaTh, 4TO
CYILIECTBYIOT JieTaJbHbIE U O€CIUIaTHBIE MPOrPAMMBI, KOTOPbIE MOXKHO HAWUTH B CETH.

O noprase

CeteBuuoK.p) - TBOU TJIaBHBIM COBETYMK B CETU. 3JE€Ch Thl MOXKEIb Y3HATh O
0€30MMaCHOCTH B CETHU TIOHATHBIM M JIOCTYIIHBIM SI3bIKOM, a IPpd BO3HUKHOBEHUHU
KPUTHUYECKON CUTYyaIluu OOpaTUTHCS 3a COBETOM. A Tak)Ke MPUHSTh y4acTHe B KOHKypcax U
CTaTh CaMbIM [U(GPOBBIM I'PAKTIaHUHOM!



